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FRAUD PREVENTION POLICY                       

                                                                   

Prepared for the 15 Massachusetts Community Colleges by 

Massachusetts Community College’s General Counsel’s Office 

 

Springfield Technical Community College 

 

PURPOSE 

 

The College is committed to protecting its revenue, property, proprietary information and other assets. The 

College will not tolerate any misuse or misappropriation of those assets.  This Fraud Prevention Policy is 

established to provide guidance to employees when misuse or misappropriation of College assets is suspected 

and to facilitate the development of protocols and practices which will aid in the detection and prevention of 

fraud. 

 

SCOPE OF POLICY  
 

This policy applies to any fraud perpetrated by a student, employee or official of the College (collectively 

“employees”), as well as consultants, vendors, contractors, outside agencies and/or any other parties with a 

business relationship with the College.  Any investigation commenced pursuant to this policy shall be 

undertaken without regard to a person’s length of service, position or title, or relationship to the College. 

 

ACTIONS CONSTITUTING FRAUD 

 

The term fraud includes, but is not limited to, the following: 

 

 



 13 

  

 

EMPLOYEE RESPONSIBILITY 
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 Accurate Credit Transactions Act of 2003 (“Red Flags Rules”):  Requires Financial institutions and 

others to implement programs to detect, prevent, and mitigate instances of identity theft.  

 

 Family Educational Rights and Privacy Act (“FERPA”):  Generally protects against the unauthorized 

disclosure of student record information, including social security numbers and grade information. 

STCC FERPA Compliance Officer – Matthew Gravel, Dean of Academic Initiatives.   

 

 Health Insurance Portability and Accountability Act (“HIPAA”):  Generally protects against the 

unauthorized disclosure of medical records and information.  STCC HIPAA Compliance Officer – 

Christopher Scott 

 

COMMONWEALTH HOTLINE NUMBERS 

 

Additional Commonwealth resources available for reporting fraud include: 

 

 Massachusetts Inspector General, (800) 322-1323 - To report suspected fraud, waste or abuse in 

government


